How to Report Internet Scam

This guide helps you identify and report phishing emails, fake websites, lottery scams, romance
scams, and other internet frauds. Early reporting protects both you and other users.

Common Internet Scams

Phishing Emails — fake bank or service emails asking for OTP/password
Fake Websites — duplicate shopping or payment pages

Lottery Scams — messages claiming prize money

Tech Support Fraud — callers pretending to fix your computer

Romance Scams — emotional manipulation for money
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How to Identify a Scam

Urgent payment requests

Unknown links asking login details

Poor grammar or unusual email address
Request for OTP or PIN
Too-good-to-be-true offers
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How to Report

1 Call 1930 immediately for financial fraud
2 Report at cybercrime.gov.in portal

3 Inform your bank and block transaction
4 Save screenshots and evidence

Safety Tips

Never share OTP, PIN, or passwords
Verify website URL before payment
Do not trust unknown callers

Avoid installing remote access apps
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